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STAY SAFE ONLINE. STAY SAFE OFFLINE.
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What you do online can impact your
safety in real life—your privacy, your
family, and our community.

BE AWARE. BE PREPARED. BE SECURE, &

@ 10 PRACTICAL HABITS TO PROTECT YOU & YOUR SANGAT
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STRONG TURN ON THINK BEFORE SPOT PHISHING CHECK PRIVACY
PASSWORDS 2FA YOU SHARE & SCAMS SETTINGS
Use long, unique passwords Enable two-factor Sharing your location, Be cautious of unexpected Review privacy settings
with a mix of letters, authentication on email, daily routine, or travel emails, texts, calls, or on apps, social media,
numbers, and symbols. banking, social media, plans can put you or DMs asking for personal and devices. Limit who
Mever reuse passwords. and important accounts. your family at risk. information or money. can see your activity.
@ Use a password manager 2FA adds a second lock EE% Keep personal details Don't click links or opan Adjust settings for
to keep them secure. to keep attackers out. private, even online attachments if you're maximum privacy.
with friends. not sure.
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KEEP DEVICES BE CAREFUL BACK UP YOUR TALK & TEACH TRUST YOUR
UPDATED WHAT YOU CLICK IMPORTANT DATA YOUR FAMILY INSTINCTS
Updates fix security Only visit trusted Regular backups protect Cyber threats can affect If something feels wrong,
flaws that hackers websites. Avoid pop-ups your photos, documents, anyone. Have open it probably is. Don't ignore
exploit. and "too good to be and important files if a conversations and teach red flags.
true” offers. device is lost or hacked. everyone to be smart
online.
D Turn on automatic Check URLs before Use cloud backups a Protect our children, @ Report, block, and
updates when s entering any personal B8) e o extermel diive. C&q-" elderly, and everyone seek help. You're not

possible. or payment info. in between. alone.

THINK LIKE AN ATTACKER: THE CYBER KILL CHAIN
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1. RECONNAISSANCE 2. DELIVERY 3. EXPLOITATION 4. INSTALLATION 5. CONTROL 6. ACTION ON OBJECTIVES

They research you They send phishing You click or interact, Malware or a harmful They control your They steal data, money,
online to gather emails, texts, or and they gain program gets device or account or cause harm (doxxing,
information. malicious links. aACCess. installed. remotely. harassment, etc.).

@ You can stop the chain at any step with awareness and good habits.

GET HELP & REPORT SIKH CIVIL
WE PROTECT EACH OTHER. e
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Strong habits. Strong community.
Safe online. Safe offline.

& Report to local authorities
& Talk to someone you trust
& In an emergency, call 91

@& WWW.SIKHCIVILDEFENSE.COM Follow us for resources and updates 0O 0
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